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he ‘Original” DeepFake Method

https://github.com/deepfakes/faceswap (github account name)



https://github.com/deepfakes/faceswap

Face Swap vs Reenactment

Identity Swap Facial Reenactment




Graphics vs Deep Learning

Generative Adversarial Networks
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3D Model + Textures + Shading -> Synthetic Image
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Graphics-based Facial Editing



Fitting Parametric Model to RGB Image

E(P) =

CVPR’16 (Oral) [Thies et al.]: Face2Face



Fitting Parametric Model to RGB Image
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CVPR’16 (Oral) [Thies et al.]: Face2Face



3D Model + Image-based Rendering
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Siggraph Asia’15 [Thies et al.]: Facial Reenactment



Facial Expression Transfer

Siggraph Asia’15 [Thies et al.]: Facial Reenactment



FaceZFace

% |

Naid

“THE REMOVAL OF SADDAM HUSSEIN WAS RIGHT DECISION®
Pres. Bush reflects on the Iraq War

CVPR’16 (Oral) [Thies et al.]: Face2Face



HeadOn: Reenactment of Portrait Videos

Source Actor
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Reenacted Output

Reenacted Proxy

Siggraph’18 [Thies et al.]: HeadOn



HeadOn: Reenactment of Portrait Videos

Source Actor
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Reenacted Output

Reenacted Proxy

Siggraph’18 [Thies et al.]: HeadOn



Deeplearning-based Facial Editing



Generative Neural Networks

Over-parameterized models
-> can re-create input



Generative Neural Networks

Over-parameterized models
-> can re-create input

DISCHmII’]ator LOSS J(D) - _iEmNPdata log D(m) o §Ez 10g (1 - D (G(Z)))
Generator loss  J(@) = — j(P)

GANs [Goodfellow et al. 14], Pix2Pix [Isola et al. 17], ProGAN [Karras et al. 18], ...



Generative Neural Networks

Over-parameterized models
-> can re-create input

No explicit no control

-> Struggle with videos Discriminator loss J(P) = —%}Emwpdata log D(x) — %Ez log (1 — D (G(2)))

Generator loss  J(@) = — j(P)

GANs [Goodfellow et al. 14], Pix2Pix [Isola et al. 17], ProGAN [Karras et al. 18], ...



Progressive Growing GANS
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https.//github.com/tkarras/progressive_growing_of _gans [Karras et al. 171



https://github.com/tkarras/progressive_growing_of_gans

StyleGAN

Latent z € Z

Traditional

v

Normalize

v

Fully-connected

PixelNorm

|
Conv 3x3
|

PixelNorm

l 4x4

Upsample
|

Conv 3x3

PixelNorm

Conv 3x3

PixelNorm

l 83

Latent z € Z

v

Normalize

Mapping
network f
Y

FC

FC

FC

FC

FC

FC

FC

FC

v

Synthesis network g

Const 4x4x512

Noise

—

style
—> AdalN

style
—>» AdalN

—>»{ AdalN

Conv 3x3

style : =

—>»{ AdalN

!

4x4

Upsample
|

Conv 3x3

<

Conv 3x3

style @(

!

B

<

8x8| AdaIN(x;,y) = ¥

[Karras et al. 19] StyleGAN

Style-based generator

x; — p(x;)

o(x;)

+ Yb,is



StyleGAN

Coarse styles
(42~ 8

Middle styles

Fine styles
(642 — 1024?)

https.//youtube/KSI JriaOumA [Karras et al. 19] StyleGAN



https://youtu.be/kSLJriaOumA

StyleGAN

Coarse styles
(42~ 8

Middle styles

Fine styles
(642 — 1024?)

https.//youtube/KSI JriaOumA [Karras et al. 19] StyleGAN



https://youtu.be/kSLJriaOumA

Conditional GANSs

Conditioning Input
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Siggraph’18 [Kim et al.]: Deep Video Portraits



Target Video

Source Video

Conditional GANSs
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Siggraph’18 [Kim et al.]: Deep Video Portraits



Conditioning on Face Reconstruction

Source Sequence Conditioning Images Result

Neural Network converts synthetic data to realistic video

Siggraph’18 [Kim et al.]: Deep Video Portraits



Conditioning on Face Reconstruction

Source Sequence Conditioning Images Result

Siggraph’18 [Kim et al.]: Deep Video Portraits



Conditioning on Face Reconstruction

Source Sequence Conditioning Images Result

Siggraph’18 [Kim et al.]: Deep Video Portraits



Video Editing

Siggraph’18 [Kim et al.]: Deep Video Portraits



Videos still challenging for cGANSs...

Pix2Pix [Isola et al. 2017]




DeepVoxels: Explicit 3D Features

Pix2Pix [Isola et al. 2017] DeepVoxels (Ours)
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CVPR’19 (Oral) [Sitzmann et al.]: DeepVoxels



Neural Textures: Features on 3D Mesh

3D Geometry UV-Map

Renderer Output Image

Neural Texture

Sampled Texture

Siggraph’19 [Thies et al.]: Neural Textures



Facial Animation

Animation Synthesis
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Siggraph’19 [Thies et al.]: Neural Textures



Facial Animation

Animation Synthesis
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Siggraph’19 [Thies et al.]: Neural Textures



Facial Animation

Animation Synthesis
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Siggraph’19 [Thies et al.]: Neural Textures



Dynamic Neural Radiance Fields for 4D Avatars

Monocular Input Dynamic Neural Radiance
Sequence Field

CVPR’21 [Gafni et al.]: Dynamic Neural Radiance Fields



Dynamic Neural Radiance Fields for 4D Avatars

Novel Poses

Novel Expressions

Monocular Input Dynamic Neural Radiance
Sequence Field

A

CVPR’21 [Gafni et al.]: Dynamic Neural Radiance Fields



Dynamic Neural Radiance Fields for 4D Avatars

Novel Poses

A |

4D Facial Avatar

Novel Expressions

Monocular Input Dynamic Neural Radiance
Sequence Field

CVPR’21 [Gafni et al.]: Dynamic Neural Radiance Fields



Dynamic Neural Radiance Fields for 4D Avatars

= = Novel Poses
E E Source Animated
E E Novel Expressions 4D Avatar

Monocular Input Dynamic Neural Radiance
Sequence Field

CVPR’21 [Gafni et al.]: Dynamic Neural Radiance Fields



Dynamic Neural Radiance Fields for 4D Avatars

= = Novel Poses
E E Source Animated
E E Novel Expressions 4D Avatar

Monocular Input Dynamic Neural Radiance
Sequence Field

CVPR’21 [Gafni et al.]: Dynamic Neural Radiance Fields



What about Deep Fake Detection?



FaceForensics

Collection

Reenactment

Source Target Output

Replacement

Source Target Output

Manipulation

“Real | Fake

Detection

ICCV’19 [Roessler et al.]: FaceForensics




FaceForensics: Dataset

Source: 1,000 Videos (510,529 frames)

Methods Train | Validation | Test

Pristine 366,847 68,511 73,770
DeepFakes 366,835 68,506 73,768
Face2Face 366,843 68,511 73,770
FaceSwap 291,434 54,618 59,640
NeuralTextures | 291,834 54,630 59,672

(a) Gender

(b) Resolution

600

(c) Pixel Coverage of Faces

- Publicly available!

- Over 2 million
manipulated frames

- Three compression levels
for each manipulated frame

- Over 1000 research groups

ICCV’19 [Roessler et al.]: FaceForensics



FaceForensics: Benchmark

Method Info Deepfakes Face2Face FaceSwap NeuralTextures
Xception P 0.964 0.869 0.903 0.807

Andreas Rassler, Davide Cozzolino, Luisa Verdoliva, Christian Riess, Justus Thies, Matthias Nielner: FaceForensics++: Leamning to Detect Manipulated Facial Images. ICCV 2019

MesoNet 0.873 0.562 0.612 0.407

Darius Afchar, Vincent Nozick, Junichi Yamagishi, and Isao Echizen: Mesonet: a compact facial video forgery detection network. arxiv

XceptionNet Full Image P 0.745 0.759 0.709 0.733

Andreas Rassler, Davide Cozzolino, Luisa Verdoliva, Christian Riess, Justus Thies, Matthias Nielner: FaceForensics++: Leamning to Detect Manipulated Facial Images. ICCV 2019

Bayar and Stamm 0.845 0.737 0.825 0.707

Belhassen Bayar and Matthew C. Stamm: A deep learning approach to universal image manipulation datection using a new convolutional layer. ACM Workshop on Information Hiding and Multimedia Security

Rahmouni 0.855 0.642 0.563 0.607

Micolas Rahmouni, Vincent Mozick, Junichi Yamagishi, and |sao Echizen: Distinguishing computer graphics from natural images using convolution neural networks. IEEE Workshop on Information Forensics and
Security,

Recasting 0.855 0.679 0.738 0.780

Davide Cozzolino, Giovanni Poggi, and Luisa Verdoliva: Recasting residual-based local descriptors as convolutional neural networks: an application to image forgery detection. ACM Workshop on Information Hiding
and Multimedia Security

Steganalysis Features 0.736 0.737 0.689 0.633

Jessica Fridrich and Jan Kodovsky: Rich Models for Steganalysis of Digital Images. |EEE Transactions on Information Forensics and Security

On 700 high-quality images + hiddentestset + automated evaluation
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ICCV’19 [Roessler et al.]: FaceForensics



Unsupervised / Self-Supervised Forensics

XcentionNet Test on Test on
P Face2Face FaceSwap
- Self-supervised Learning :
Trained on
98.13% 50.20%
- Transfer Learning Face2Face
Trained
- Unsupervised Learning Shan 52.73% 98.30%
FaceSwap

[Cozzolino et al. 20]: ForensicTransfer

Major challenges




Forensic Transfer: Few Shot Learning

10 Pro.GAN vs CycleGAN _
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[Cozzolino et al. 20]: ForensicTransfer



|ID-Reveal

* |t is trained only on real videos (Voxceleb, more than 5000 identities)
* |t captures the biometrics of a specific identity
* |s this the identity of that specific subject?

Distance

l ' computation

Is this actor A?

Reference set of videos of real

faces for a specific subject (actor A) Video under

test

[Cozzolino et al. 20]: ID-Reveal



Proposed Approach

e Spatio-temporal feature extraction + adversarial training
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[Cozzolino et al. 20]: ID-Reveal



Metric Learning

* For each face we extract features (shape, expression, pose) obtained
using the 3D morphable model

* The network is trained so as that the embedded vectors of the same
subject are close but far from those of different subjects
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Adversarial Training

* We use a generative network to produce features similar to those we
may extract from a manipulated video

* The objective of the adversarial game is to increase the ability of the
network to distinguish real identities from fake ones

. Facial Features A
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Detection Results
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Detection Results
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Detection Results
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Some Work in Progress



Active Defense against Generative Models?

Generator : 29.24M params (Unet-64)
X Noise X Y’ 107(y-X) Y

7 } - ,@ ‘ ~ .v‘.;i,, Optimized via FGSM method
| X B S R0

Loss = L1(Y, ) + || A\ ||



Conclusion

Synthesis
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