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Poisoning attacks on 
computer vision models



Train-time attacks: 
adversary controls training data 

WHAT IS POISONING?

Does this actually happen?

Scraping images from the web

Harvesting system inputs (spam detector) 

Bad actors/inside agents



Regression
“Manipulating Machine Learning: Poisoning Attacks and Countermeasures for Regression Learning,” Jagielski et al. 2018

Label flipping
“Poisoning attacks against support vector machines,” Biggio et al., 2021

“Efficient label contamination attacks against black-box learning models,” Zhang et al., 2017

Cryptography / P-tampering
“Blockwise p-tampering attacks on cryptographic primitives, extractors, and learners,” Mahloujifar and Mahmoody.

Federated learning
“Data poisoning attacks against federated learning systems,” Tolpegin 2020

“Analyzing federated learning through an adversarial lens,” Bhagoji 2019

“Data poisoning attacks on federated machine learning,” Sun 2020

COOL STUFF I WON’T TALK ABOUT



Overview paper

“Dataset Security for Machine Learning: Data poisoning, 
Backdoor Attacks, and Defenses”
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Training-only attacks
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Training-only attacks

Training-testing attacks “Backdoors/trojans”

+ =

“Boba Fett”

Train

Test Adversarial label

+ =

“frog”

Train

Test Adversarial label

“trigger”

STUFF I WILL TALK ABOUT



CLEAN-LABEL + TARGETED

Clean label:  poisons are labeled  “correctly”

Targeted: Performance only changes on selected target

This makes attacks hard to detect by auditing.

This makes attacks hard to detect by testing.



Attacks on transfer learning
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HIDDEN TRIGGER BACKDOOR

Decision boundary
Base

Target

Saha, Subramanya, Pirsiavash. 2019



POISON POLYTOPE

Decision boundary
Base

Target

 Zhu et al. "Transferable clean-label poisoning attacks”

 Aghakhani et al. "Bullseye Polytope: A Scalable Clean-
Label Poisoning Attack with Improved Transferability”



Original image
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Shafahi et al. “Poison frogs!  Targeted poisoning attacks on neural nets”



PUSHING POISONING 
FURTHER

End to end training

Any base images

Any attacker objective 

Industrial systems



METAPOISON
Data Poisons
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METAPOISON
Data Poisons

Batch

Training
Algorithm

Parameters

✓

<latexit sha1_base64="jeMNMzS8PsU1FWkR24iA8gyofpY=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ae0oWy2m3btZhN2J0IJ/Q9ePCji1f/jzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6wEnC/YgOlQgFo2ilVg9HHGm/XHGr7hxklXg5qUCORr/81RvELI24QiapMV3PTdDPqEbBJJ+WeqnhCWVjOuRdSxWNuPGz+bVTcmaVAQljbUshmau/JzIaGTOJAtsZURyZZW8m/ud1Uwyv/UyoJEWu2GJRmEqCMZm9TgZCc4ZyYgllWthbCRtRTRnagEo2BG/55VXSuqh6terlfa1Sv8njKMIJnMI5eHAFdbiDBjSBwSM8wyu8ObHz4rw7H4vWgpPPHMMfOJ8/po+PMA==</latexit>

✓0

<latexit sha1_base64="PbmrWyjfiHw8wiwnR7V16t0gNPw=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbRU0mkoN6KXjxWsB/QhrLZbtqlm03YnQgl9Ed48aCIV3+PN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGS6F4EwVK3kk0p1EgeTsY38389hPXRsTqEScJ9yM6VCIUjKKV2j0ccaTn/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+bnTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jsZCM0ZyokllGlhbyVsRDVlaBMq2RC85ZdXSeuy6tWqNw+1Sv02j6MIJ3AKF+DBFdThHhrQBAZjeIZXeHMS58V5dz4WrQUnnzmGP3A+fwAKYo9l</latexit>

`(✓0)

<latexit sha1_base64="VLRC5VKdVPVD1sBUpQbQ7Ct8Fhg=">AAAB9HicbVBNS8NAEN3Ur1q/qh69BItYLyWRgnorevFYwX5AE8pmO2mXbjZxd1Iopb/DiwdFvPpjvPlv3LY5aOuDgcd7M8zMCxLBNTrOt5VbW9/Y3MpvF3Z29/YPiodHTR2nikGDxSJW7YBqEFxCAzkKaCcKaBQIaAXDu5nfGoHSPJaPOE7Aj2hf8pAzikbyPRCi7OEAkJ5fdIslp+LMYa8SNyMlkqHeLX55vZilEUhkgmrdcZ0E/QlVyJmAacFLNSSUDWkfOoZKGoH2J/Ojp/aZUXp2GCtTEu25+ntiQiOtx1FgOiOKA73szcT/vE6K4bU/4TJJESRbLApTYWNszxKwe1wBQzE2hDLFza02G1BFGZqcCiYEd/nlVdK8rLjVys1DtVS7zeLIkxNySsrEJVekRu5JnTQII0/kmbySN2tkvVjv1seiNWdlM8fkD6zPH+N5kYs=</latexit>



METAPOISON
Data Poisons

Training
Algorithm

Parameters

✓

<latexit sha1_base64="jeMNMzS8PsU1FWkR24iA8gyofpY=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ae0oWy2m3btZhN2J0IJ/Q9ePCji1f/jzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6wEnC/YgOlQgFo2ilVg9HHGm/XHGr7hxklXg5qUCORr/81RvELI24QiapMV3PTdDPqEbBJJ+WeqnhCWVjOuRdSxWNuPGz+bVTcmaVAQljbUshmau/JzIaGTOJAtsZURyZZW8m/ud1Uwyv/UyoJEWu2GJRmEqCMZm9TgZCc4ZyYgllWthbCRtRTRnagEo2BG/55VXSuqh6terlfa1Sv8njKMIJnMI5eHAFdbiDBjSBwSM8wyu8ObHz4rw7H4vWgpPPHMMfOJ8/po+PMA==</latexit>

✓0

<latexit sha1_base64="PbmrWyjfiHw8wiwnR7V16t0gNPw=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbRU0mkoN6KXjxWsB/QhrLZbtqlm03YnQgl9Ed48aCIV3+PN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGS6F4EwVK3kk0p1EgeTsY38389hPXRsTqEScJ9yM6VCIUjKKV2j0ccaTn/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+bnTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jsZCM0ZyokllGlhbyVsRDVlaBMq2RC85ZdXSeuy6tWqNw+1Sv02j6MIJ3AKF+DBFdThHhrQBAZjeIZXeHMS58V5dz4WrQUnnzmGP3A+fwAKYo9l</latexit>

`(✓0)

<latexit sha1_base64="VLRC5VKdVPVD1sBUpQbQ7Ct8Fhg=">AAAB9HicbVBNS8NAEN3Ur1q/qh69BItYLyWRgnorevFYwX5AE8pmO2mXbjZxd1Iopb/DiwdFvPpjvPlv3LY5aOuDgcd7M8zMCxLBNTrOt5VbW9/Y3MpvF3Z29/YPiodHTR2nikGDxSJW7YBqEFxCAzkKaCcKaBQIaAXDu5nfGoHSPJaPOE7Aj2hf8pAzikbyPRCi7OEAkJ5fdIslp+LMYa8SNyMlkqHeLX55vZilEUhkgmrdcZ0E/QlVyJmAacFLNSSUDWkfOoZKGoH2J/Ojp/aZUXp2GCtTEu25+ntiQiOtx1FgOiOKA73szcT/vE6K4bU/4TJJESRbLApTYWNszxKwe1wBQzE2hDLFza02G1BFGZqcCiYEd/nlVdK8rLjVys1DtVS7zeLIkxNySsrEJVekRu5JnTQII0/kmbySN2tkvVjv1seiNWdlM8fkD6zPH+N5kYs=</latexit>

d`(✓0)

dfrog

<latexit sha1_base64="k7VHXtGaO4+syhQh8PiogYQyKKM=">AAACDXicbVA9SwNBEN2L3/ErammzGMXYhDsJqJ1oY6lgPiAXwt7eXLJk74PdOTEc9wds/Cs2ForY2tv5b9zEFJr4YODx3gwz87xECo22/WUV5uYXFpeWV4qra+sbm6Wt7YaOU8WhzmMZq5bHNEgRQR0FSmglCljoSWh6g8uR37wDpUUc3eIwgU7IepEIBGdopG5p3w0U45nvgpQVF/uA7PAoz3zqItxjFqi4l+fdUtmu2mPQWeJMSJlMcN0tfbp+zNMQIuSSad127AQ7GVMouIS86KYaEsYHrAdtQyMWgu5k429yemAUnwaxMhUhHau/JzIWaj0MPdMZMuzraW8k/ue1UwxOO5mIkhQh4j+LglRSjOkoGuoLBRzl0BDGlTC3Ut5nJh40ARZNCM70y7OkcVx1atWzm1r5/GISxzLZJXukQhxyQs7JFbkmdcLJA3kiL+TVerSerTfr/ae1YE1mdsgfWB/fEBKcOQ==</latexit>



OH NO!  POISON DOGS



TRANSFERABILITY
0.1% poisoning



INDUSTRIAL SYSTEMS?

VS



GOOGLE AUTO-ML
Succeeds with 0.2% poison data



GRADIENT ALIGNMENT
The adversary’s goal…

<latexit sha1_base64="/MspMJgr5RkkPT4bM1IO2ZqqOSI=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRi8eK9gPaUDbbTbt0swm7E7GE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSKQw6LrfTmFldW19o7hZ2tre2d0r7x80TZxqxhsslrFuB9RwKRRvoEDJ24nmNAokbwWjm6nfeuTaiFg94DjhfkQHSoSCUbTS/VMPe+WKW3VnIMvEy0kFctR75a9uP2ZpxBUySY3peG6CfkY1Cib5pNRNDU8oG9EB71iqaMSNn81OnZATq/RJGGtbCslM/T2R0ciYcRTYzoji0Cx6U/E/r5NieOVnQiUpcsXmi8JUEozJ9G/SF5ozlGNLKNPC3krYkGrK0KZTsiF4iy8vk+ZZ1buounfnldp1HkcRjuAYTsGDS6jBLdShAQwG8Ayv8OZI58V5dz7mrQUnnzmEP3A+fwBy4o3o</latexit>xt
<latexit sha1_base64="fe73zyiITBr2NayO5aWzICnIJQs=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE1GPRi8eK1hbaUDbbTbt0swm7EyGE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSKQw6LrfTmlldW19o7xZ2dre2d2r7h88mjjVjLdYLGPdCajhUijeQoGSdxLNaRRI3g7GN1O//cS1EbF6wCzhfkSHSoSCUbTSfdbHfrXm1t0ZyDLxClKDAs1+9as3iFkacYVMUmO6npugn1ONgkk+qfRSwxPKxnTIu5YqGnHj57NTJ+TEKgMSxtqWQjJTf0/kNDImiwLbGVEcmUVvKv7ndVMMr/xcqCRFrth8UZhKgjGZ/k0GQnOGMrOEMi3srYSNqKYMbToVG4K3+PIyeTyrexd19+681rgu4ijDERzDKXhwCQ24hSa0gMEQnuEV3hzpvDjvzse8teQUM4fwB87nD3Rojek=</latexit>yt

<latexit sha1_base64="2m+EL9dyaGTRaQGJhc9peK6ko9U=">AAACBnicbVDLSgNBEJyNrxhfUY8iDAYhgoRdEfUY9OLBQwTzgGRZZiezyZCZ2WWmVwwhJy/+ihcPinj1G7z5N04eB00saCiquunuChPBDbjut5NZWFxaXsmu5tbWNza38ts7NROnmrIqjUWsGyExTHDFqsBBsEaiGZGhYPWwdzXy6/dMGx6rO+gnzJeko3jEKQErBfn9luQqaEGXAcE3xYcAjvu2JsJRkC+4JXcMPE+8KSmgKSpB/qvVjmkqmQIqiDFNz03AHxANnAo2zLVSwxJCe6TDmpYqIpnxB+M3hvjQKm0cxdqWAjxWf08MiDSmL0PbKQl0zaw3Ev/zmilEF/6AqyQFpuhkUZQKDDEeZYLbXDMKom8JoZrbWzHtEk0o2ORyNgRv9uV5UjspeWcl9/a0UL6cxpFFe+gAFZGHzlEZXaMKqiKKHtEzekVvzpPz4rw7H5PWjDOd2UV/4Hz+AFCOmGE=</latexit>

min
✓

L(xt, yt, ✓)
<latexit sha1_base64="Opff24UlhHzEi3iFEhVC0Zg6Kls=">AAACHHicbVA9SwNBEN3z2/gVtbRZDIKChjsVtRRtLCwUjAq5EOY2k2TJ3t6xOyeG4A+x8a/YWChiYyH4b9wkV/j1YODtezPMzotSJS35/qc3Mjo2PjE5NV2YmZ2bXyguLl3aJDMCKyJRibmOwKKSGiskSeF1ahDiSOFV1Dnu+1c3aKxM9AV1U6zF0NKyKQWQk+rFnZDaSMDDFpLl+WOLhwNNQ6SAn67f1mmz62pob9SLJb/sD8D/kiAnJZbjrF58DxuJyGLUJBRYWw38lGo9MCSFwrtCmFlMQXSghVVHNcRoa73BcXd8zSkN3kyMK018oH6f6EFsbTeOXGcM1La/vb74n1fNqHlQ60mdZoRaDBc1M8Up4f2keEMaFKS6joAw0v2VizYYEOTyLLgQgt8n/yWX2+Vgr+yf75YOj/I4ptgKW2XrLGD77JCdsDNWYYLds0f2zF68B+/Je/Xehq0jXj6zzH7A+/gCrJmgfA==</latexit>

✓  ✓ � ⌘rL(xt, yt, ✓)

Target image: Target label:

What really happens during training…
<latexit sha1_base64="P0QZVbvTMnXU+Gb6hCXL1Ooity8="></latexit>

✓  ✓ � ⌘
1

|B|
X

x,y2B

rL(x, y, ✓)
<latexit sha1_base64="BusamDFFDY7qWAr+6Yy/ziV/TCs=">AAACH3icbVDLSgMxFM3UV62vqks3wSIoSJkRqS5L3bhwUcGq0ClDJs3Y0CQzJHfEMp0/ceOvuHGhiLjr35g+Fr4OBA7nnMvNPWEiuAHXHTmFufmFxaXicmlldW19o7y5dW3iVFPWorGI9W1IDBNcsRZwEOw20YzIULCbsH829m/umTY8VlcwSFhHkjvFI04JWCko13zJVeBDjwHBfqQJzbw8GzaGuW9SGWQPhwOfK9zI8cW+5YfT5EFQrrhVdwL8l3gzUkEzNIPyp9+NaSqZAiqIMW3PTaCTEQ2cCpaX/NSwhNA+uWNtSxWRzHSyyX053rNKF0extk8BnqjfJzIijRnI0CYlgZ757Y3F/7x2CtFpJ+MqSYEpOl0UpQJDjMdl4S7XjIIYWEKo5vavmPaILQlspSVbgvf75L/k+qjq1aru5XGl3pjVUUQ7aBftIw+doDo6R03UQhQ9omf0it6cJ+fFeXc+ptGCM5vZRj/gjL4A+J6i4g==</latexit>

min
✓

1

|B|
X

x,y2B

L(x, y, ✓)

Gelping et al, “Witches’ Brew: Industrial Scale Data Poisoning via Gradient Matching”
Souri et al, “Sleeper Agent: Scalable Hidden Trigger Backdoors for Neural Networks Trained from Scratch”



GRADIENT ALIGNMENT
<latexit sha1_base64="JmddbhZ+dX5fghzAADbFrnPru4A=">AAACB3icbVDLSsNAFJ34rPUVdSnIYBG6KomIuix148JFBfuAJoTJdNIOnZmEmYlY0u7c+CtuXCji1l9w5984bbPQ1gMXDufcy733hAmjSjvOt7W0vLK6tl7YKG5ube/s2nv7TRWnEpMGjlks2yFShFFBGppqRtqJJIiHjLTCwdXEb90TqWgs7vQwIT5HPUEjipE2UmAfQS+SCGfuOBvVRmNPpTyoeQKFDMGb8kNgl5yKMwVcJG5OSiBHPbC/vG6MU06Exgwp1XGdRPsZkppiRsZFL1UkQXiAeqRjqECcKD+b/jGGJ0bpwiiWpoSGU/X3RIa4UkMemk6OdF/NexPxP6+T6ujSz6hIUk0Eni2KUgZ1DCehwC6VBGs2NARhSc2tEPeRyUWb6IomBHf+5UXSPK245xXn9qxUreVxFMAhOAZl4IILUAXXoA4aAINH8AxewZv1ZL1Y79bHrHXJymcOwB9Ynz9wiZkH</latexit>

1

|B|
X

B

rL(x
<latexit sha1_base64="4u4jgkcKwcFJcP4uLSZmeYaGG/g=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69BIugUEoioh6LXjxWsB/YhrLZbtqlm03YnQgh9F948aCIV/+NN/+N2zYHbX0w8Hhvhpl5fiy4Rsf5tgorq2vrG8XN0tb2zu5eef+gpaNEUdakkYhUxyeaCS5ZEzkK1okVI6EvWNsf30799hNTmkfyAdOYeSEZSh5wStBIj9W02sMRQ3LWL1ecmjODvUzcnFQgR6Nf/uoNIpqETCIVROuu68ToZUQhp4JNSr1Es5jQMRmyrqGShEx72eziiX1ilIEdRMqURHum/p7ISKh1GvqmMyQ40oveVPzP6yYYXHsZl3GCTNL5oiARNkb29H17wBWjKFJDCFXc3GrTEVGEogmpZEJwF19eJq3zmntZc+4vKvWbPI4iHMExnIILV1CHO2hAEyhIeIZXeLO09WK9Wx/z1oKVzxzCH1ifP71hkE8=</latexit>

, y, ✓)

training gradient

Gelping et al, “Witches’ Brew: Industrial Scale Data Poisoning via Gradient Matching”
Souri et al, “Sleeper Agent: Scalable Hidden Trigger Backdoors for Neural Networks Trained from Scratch”



GRADIENT ALIGNMENT
<latexit sha1_base64="JmddbhZ+dX5fghzAADbFrnPru4A=">AAACB3icbVDLSsNAFJ34rPUVdSnIYBG6KomIuix148JFBfuAJoTJdNIOnZmEmYlY0u7c+CtuXCji1l9w5984bbPQ1gMXDufcy733hAmjSjvOt7W0vLK6tl7YKG5ube/s2nv7TRWnEpMGjlks2yFShFFBGppqRtqJJIiHjLTCwdXEb90TqWgs7vQwIT5HPUEjipE2UmAfQS+SCGfuOBvVRmNPpTyoeQKFDMGb8kNgl5yKMwVcJG5OSiBHPbC/vG6MU06Exgwp1XGdRPsZkppiRsZFL1UkQXiAeqRjqECcKD+b/jGGJ0bpwiiWpoSGU/X3RIa4UkMemk6OdF/NexPxP6+T6ujSz6hIUk0Eni2KUgZ1DCehwC6VBGs2NARhSc2tEPeRyUWb6IomBHf+5UXSPK245xXn9qxUreVxFMAhOAZl4IILUAXXoA4aAINH8AxewZv1ZL1Y79bHrHXJymcOwB9Ynz9wiZkH</latexit>

1

|B|
X

B

rL(x
<latexit sha1_base64="4u4jgkcKwcFJcP4uLSZmeYaGG/g=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69BIugUEoioh6LXjxWsB/YhrLZbtqlm03YnQgh9F948aCIV/+NN/+N2zYHbX0w8Hhvhpl5fiy4Rsf5tgorq2vrG8XN0tb2zu5eef+gpaNEUdakkYhUxyeaCS5ZEzkK1okVI6EvWNsf30799hNTmkfyAdOYeSEZSh5wStBIj9W02sMRQ3LWL1ecmjODvUzcnFQgR6Nf/uoNIpqETCIVROuu68ToZUQhp4JNSr1Es5jQMRmyrqGShEx72eziiX1ilIEdRMqURHum/p7ISKh1GvqmMyQ40oveVPzP6yYYXHsZl3GCTNL5oiARNkb29H17wBWjKFJDCFXc3GrTEVGEogmpZEJwF19eJq3zmntZc+4vKvWbPI4iHMExnIILV1CHO2hAEyhIeIZXeLO09WK9Wx/z1oKVzxzCH1ifP71hkE8=</latexit>

, y, ✓)
<latexit sha1_base64="qUp+pj8zDvomQCpPcrleVsYoltM=">AAAB7nicbVBNS8NAEN3Ur1q/qh69LBZBEEoioh6LevBYwX5AG8pmO2mXbjZhdyKU0B/hxYMiXv093vw3btsctPXBwOO9GWbmBYkUBl332ymsrK6tbxQ3S1vbO7t75f2DpolTzaHBYxnrdsAMSKGggQIltBMNLAoktILR7dRvPYE2IlaPOE7Aj9hAiVBwhlZqnXXvQCLrlStu1Z2BLhMvJxWSo94rf3X7MU8jUMglM6bjuQn6GdMouIRJqZsaSBgfsQF0LFUsAuNns3Mn9MQqfRrG2pZCOlN/T2QsMmYcBbYzYjg0i95U/M/rpBhe+5lQSYqg+HxRmEqKMZ3+TvtCA0c5toRxLeytlA+ZZhxtQiUbgrf48jJpnle9y6r7cFGp3eRxFMkROSanxCNXpEbuSZ00CCcj8kxeyZuTOC/Ou/Mxby04+cwh+QPn8wfJTo82</latexit>

+�

Align with…
<latexit sha1_base64="vPYvQ0WMpUeq9AKK3+RTjh7z2A0=">AAACAnicbVDLSgNBEJyNrxhfq57Ey2AQIkjYFVGPQS8ePEQwD0hC6J1MkiGzs8tMrxhC8OKvePGgiFe/wpt/4+Rx0MSChqKqm+6uIJbCoOd9O6mFxaXllfRqZm19Y3PL3d4pmyjRjJdYJCNdDcBwKRQvoUDJq7HmEAaSV4Le1civ3HNtRKTusB/zRggdJdqCAVqp6e7RuoJAAr3JPTTxuG+rjl2OcNR0s17eG4POE39KsmSKYtP9qrciloRcIZNgTM33YmwMQKNgkg8z9cTwGFgPOrxmqYKQm8Zg/MKQHlqlRduRtqWQjtXfEwMIjemHge0MAbtm1huJ/3m1BNsXjYFQcYJcscmidiIpRnSUB20JzRnKviXAtLC3UtYFDQxtahkbgj/78jwpn+T9s7x3e5otXE7jSJN9ckByxCfnpECuSZGUCCOP5Jm8kjfnyXlx3p2PSWvKmc7skj9wPn8AjlSWQg==</latexit>

rL(xt, yt, ✓)

training gradient

adversarial gradient

<latexit sha1_base64="JLiale35Pn3hNnoVQNLZFFTJnoM="></latexit>

max
�

Corr[rL(xt, yt, ✓),
1

|B|
X

B

rL(x+�, y, ✓)]

training gradientadversarial gradient

Gelping et al, “Witches’ Brew: Industrial Scale Data Poisoning via Gradient Matching”
Souri et al, “Sleeper Agent: Scalable Hidden Trigger Backdoors for Neural Networks Trained from Scratch”



GOOGLE AUTO-ML

Random Otter

Succeeds with 0.1% poison data

Gelping et al, “Witches’ Brew: Industrial Scale Data Poisoning via Gradient Matching”



BACK DOOR ATTACK
Clean Poisoned

Original Trigger

Souri et al, “Sleeper Agent: Scalable Hidden Trigger Backdoors for Neural Networks Trained from Scratch”



DEFENSES
Identify image outliers

Steinhardt 2017
Identify latent outliers
Diakonikalas 2019

Chen 2018
Peri 2019

Identify poisoned models
NeuralCleanse, Wang 2019 DeepInspect, Chen 2019

TABOR, Guo 2019 MNTD, Xuo 2021
Gaussian Smoothing

Levine 2020 Weber 2020Rosenfeld 2020
Differential Privacy Ma 2019 Hong 2020



ADVERSARIAL POISONING

Adversarial training
Inject adversarial attacks in to the training set 

to get immunity to adversarial attacks.

Adversarial poisoning
Inject poisons in to the training set 

to get immunity to poisons.



ADVERSARIAL POISONING

Batch

Training
Algorithm

Parameters

✓

<latexit sha1_base64="jeMNMzS8PsU1FWkR24iA8gyofpY=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ae0oWy2m3btZhN2J0IJ/Q9ePCji1f/jzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6wEnC/YgOlQgFo2ilVg9HHGm/XHGr7hxklXg5qUCORr/81RvELI24QiapMV3PTdDPqEbBJJ+WeqnhCWVjOuRdSxWNuPGz+bVTcmaVAQljbUshmau/JzIaGTOJAtsZURyZZW8m/ud1Uwyv/UyoJEWu2GJRmEqCMZm9TgZCc4ZyYgllWthbCRtRTRnagEo2BG/55VXSuqh6terlfa1Sv8njKMIJnMI5eHAFdbiDBjSBwSM8wyu8ObHz4rw7H4vWgpPPHMMfOJ8/po+PMA==</latexit>

✓0

<latexit sha1_base64="PbmrWyjfiHw8wiwnR7V16t0gNPw=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbRU0mkoN6KXjxWsB/QhrLZbtqlm03YnQgl9Ed48aCIV3+PN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGS6F4EwVK3kk0p1EgeTsY38389hPXRsTqEScJ9yM6VCIUjKKV2j0ccaTn/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+bnTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jsZCM0ZyokllGlhbyVsRDVlaBMq2RC85ZdXSeuy6tWqNw+1Sv02j6MIJ3AKF+DBFdThHhrQBAZjeIZXeHMS58V5dz4WrQUnnzmGP3A+fwAKYo9l</latexit>

`(✓0)

<latexit sha1_base64="VLRC5VKdVPVD1sBUpQbQ7Ct8Fhg=">AAAB9HicbVBNS8NAEN3Ur1q/qh69BItYLyWRgnorevFYwX5AE8pmO2mXbjZxd1Iopb/DiwdFvPpjvPlv3LY5aOuDgcd7M8zMCxLBNTrOt5VbW9/Y3MpvF3Z29/YPiodHTR2nikGDxSJW7YBqEFxCAzkKaCcKaBQIaAXDu5nfGoHSPJaPOE7Aj2hf8pAzikbyPRCi7OEAkJ5fdIslp+LMYa8SNyMlkqHeLX55vZilEUhkgmrdcZ0E/QlVyJmAacFLNSSUDWkfOoZKGoH2J/Ojp/aZUXp2GCtTEu25+ntiQiOtx1FgOiOKA73szcT/vE6K4bU/4TJJESRbLApTYWNszxKwe1wBQzE2hDLFza02G1BFGZqcCiYEd/nlVdK8rLjVys1DtVS7zeLIkxNySsrEJVekRu5JnTQII0/kmbySN2tkvVjv1seiNWdlM8fkD6zPH+N5kYs=</latexit>

Stage 1: craft poisons



ADVERSARIAL POISONING

Training
Algorithm

Parameters

✓

<latexit sha1_base64="jeMNMzS8PsU1FWkR24iA8gyofpY=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ae0oWy2m3btZhN2J0IJ/Q9ePCji1f/jzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6wEnC/YgOlQgFo2ilVg9HHGm/XHGr7hxklXg5qUCORr/81RvELI24QiapMV3PTdDPqEbBJJ+WeqnhCWVjOuRdSxWNuPGz+bVTcmaVAQljbUshmau/JzIaGTOJAtsZURyZZW8m/ud1Uwyv/UyoJEWu2GJRmEqCMZm9TgZCc4ZyYgllWthbCRtRTRnagEo2BG/55VXSuqh6terlfa1Sv8njKMIJnMI5eHAFdbiDBjSBwSM8wyu8ObHz4rw7H4vWgpPPHMMfOJ8/po+PMA==</latexit>

✓0

<latexit sha1_base64="PbmrWyjfiHw8wiwnR7V16t0gNPw=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbRU0mkoN6KXjxWsB/QhrLZbtqlm03YnQgl9Ed48aCIV3+PN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGS6F4EwVK3kk0p1EgeTsY38389hPXRsTqEScJ9yM6VCIUjKKV2j0ccaTn/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+bnTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jsZCM0ZyokllGlhbyVsRDVlaBMq2RC85ZdXSeuy6tWqNw+1Sv02j6MIJ3AKF+DBFdThHhrQBAZjeIZXeHMS58V5dz4WrQUnnzmGP3A+fwAKYo9l</latexit>

`(✓0)

<latexit sha1_base64="VLRC5VKdVPVD1sBUpQbQ7Ct8Fhg=">AAAB9HicbVBNS8NAEN3Ur1q/qh69BItYLyWRgnorevFYwX5AE8pmO2mXbjZxd1Iopb/DiwdFvPpjvPlv3LY5aOuDgcd7M8zMCxLBNTrOt5VbW9/Y3MpvF3Z29/YPiodHTR2nikGDxSJW7YBqEFxCAzkKaCcKaBQIaAXDu5nfGoHSPJaPOE7Aj2hf8pAzikbyPRCi7OEAkJ5fdIslp+LMYa8SNyMlkqHeLX55vZilEUhkgmrdcZ0E/QlVyJmAacFLNSSUDWkfOoZKGoH2J/Ojp/aZUXp2GCtTEu25+ntiQiOtx1FgOiOKA73szcT/vE6K4bU/4TJJESRbLApTYWNszxKwe1wBQzE2hDLFza02G1BFGZqcCiYEd/nlVdK8rLjVys1DtVS7zeLIkxNySsrEJVekRu5JnTQII0/kmbySN2tkvVjv1seiNWdlM8fkD6zPH+N5kYs=</latexit>

Stage 1: craft poisons

Batch



ADVERSARIAL POISONING

Batch

Training
Algorithm

Parameters

✓

<latexit sha1_base64="jeMNMzS8PsU1FWkR24iA8gyofpY=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ae0oWy2m3btZhN2J0IJ/Q9ePCji1f/jzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6wEnC/YgOlQgFo2ilVg9HHGm/XHGr7hxklXg5qUCORr/81RvELI24QiapMV3PTdDPqEbBJJ+WeqnhCWVjOuRdSxWNuPGz+bVTcmaVAQljbUshmau/JzIaGTOJAtsZURyZZW8m/ud1Uwyv/UyoJEWu2GJRmEqCMZm9TgZCc4ZyYgllWthbCRtRTRnagEo2BG/55VXSuqh6terlfa1Sv8njKMIJnMI5eHAFdbiDBjSBwSM8wyu8ObHz4rw7H4vWgpPPHMMfOJ8/po+PMA==</latexit>

✓0

<latexit sha1_base64="PbmrWyjfiHw8wiwnR7V16t0gNPw=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbRU0mkoN6KXjxWsB/QhrLZbtqlm03YnQgl9Ed48aCIV3+PN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGS6F4EwVK3kk0p1EgeTsY38389hPXRsTqEScJ9yM6VCIUjKKV2j0ccaTn/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+bnTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jsZCM0ZyokllGlhbyVsRDVlaBMq2RC85ZdXSeuy6tWqNw+1Sv02j6MIJ3AKF+DBFdThHhrQBAZjeIZXeHMS58V5dz4WrQUnnzmGP3A+fwAKYo9l</latexit>

`(✓0)

<latexit sha1_base64="VLRC5VKdVPVD1sBUpQbQ7Ct8Fhg=">AAAB9HicbVBNS8NAEN3Ur1q/qh69BItYLyWRgnorevFYwX5AE8pmO2mXbjZxd1Iopb/DiwdFvPpjvPlv3LY5aOuDgcd7M8zMCxLBNTrOt5VbW9/Y3MpvF3Z29/YPiodHTR2nikGDxSJW7YBqEFxCAzkKaCcKaBQIaAXDu5nfGoHSPJaPOE7Aj2hf8pAzikbyPRCi7OEAkJ5fdIslp+LMYa8SNyMlkqHeLX55vZilEUhkgmrdcZ0E/QlVyJmAacFLNSSUDWkfOoZKGoH2J/Ojp/aZUXp2GCtTEu25+ntiQiOtx1FgOiOKA73szcT/vE6K4bU/4TJJESRbLApTYWNszxKwe1wBQzE2hDLFza02G1BFGZqcCiYEd/nlVdK8rLjVys1DtVS7zeLIkxNySsrEJVekRu5JnTQII0/kmbySN2tkvVjv1seiNWdlM8fkD6zPH+N5kYs=</latexit>

Stage 2: train



DEFENSE COMPARISONS

Gelping, “What doesn’t kill you makes you robust(er),” 2021
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